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"We currently live in a world where extensive dossiers exist about each one
of us. These dossiers are in digital format, stored in massive computer
databases by a host of government agencies and private-sector companies.
The problems caused by these developments are profound."®
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® See: Daniel J. Solove The Digital Person: Technology And Privacy In The Information Age (NYU Press
2004) Ch. 2: The Rise of the Digital Dossier, p. 13.
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"Courts must recognize that their case files often contain private or sensitive
personal information ... In the world of paper judicial records, the
inconvenience of access provides considerable practical protection for
the concerned individuals."*
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% Justice Debra Mullins, Judicial Writing in an Electronic Age ,Supreme Court of Queensland, 21 December
2004, pl; quoted by: Karen Curtis (Privacy Commissioner of Australia) Access and Privacy: Getting the
Balance Right (2005).

10 peter Winn “Online Court Records: Balancing Judicial Accountability and Privacy in an Age of
Electronic Information” 79 Washington Law Review 307 (2004) 315.
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"If the release of certain information in public records does not make one
blush or reveal one’s deepest secrets, then what is the harm... [T]he nature
of the harm stems from what | call the ‘aggregation problem'. Viewed in
isolation, each piece of our day-to-day information is not all that telling;
viewed in combination, it begins to paint a portrait about our personalities.
The aggregation problem arises from the fact that the digital revolution has
enabled information to be easily amassed and combined. Even information
in public records that is superficial or incomplete can be quite useful in

obtaining more data about individuals. Information breeds information."*?
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"The answer to this question is yes only if we adhere to the dichotomous
conception of privacy as a status, with information being in either a secret
private realm or an open public realm.

In order to protect privacy in the Information Age, we must abandon the
secrecy paradigm. Privacy involves an expectation of a certain degree of
accessibility of information...[it] entails control over and limitations on
certain uses of information, even if the information is not concealed. Privacy
can be violated by altering levels of accessibility, by taking obscure facts
and making them widely accessible. Our expectation of limits on the degree
of accessibility emerges from the fact that information in public records has
remained relatively inaccessible for much of our history." *3

12 Daniel J. Solove, Access and Aggregation: Public Records, Privacy, and the Constitution, 86 MINN. L.
REV. 1137 (2002), 1180; see also Ibid: 1209: "The threat to privacy is not in isolated pieces of information,
but in increased access and aggregation, the construction of digital biographies and the uses to which they
are put."; See also: Karen Curtis Access and Privacy: Getting the Balance Right (2005).

13 Solove, Access and Aggregation, 1173; See also: Solove "Digital Person" (note 8) p. 143-149
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http://www.nevo.co.il/Psika_word/elyon/PADI-NG-3-808-L.doc
http://www.nevo.co.il/Psika_word/mechozi/m04071324-53.doc

“Among the staunchest supporters of unrestricted online access are data
aggregators, such as Choicepoint and LexisNexis. Although they align
themselves with supporters of openness, transparency, citizen oversight, and
accountability, data aggregators mine personal information in public,
including court records, for different reasons entirely. Their business is
assembling into dossiers as much information as possible about individuals,
touting the utility of this service to all of hardworking, law-abiding
society.”’
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"[W]hen courts permit these case files to become electronic and connected
to the Internet without proper safeguards, they will make all this personal
information available easily and almost instantly for downloading, storage,
searching, data compilation, aggregation, and massive dissemination for
purposes that were never intended by either litigants, witnesses, victims,
jurors, or others involved with or connected to a court proceeding.™
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7 Amanda Conley, Anupam Datta, Helen Nissenbaum & Divya Sharma, "Sustaining Privacy and Open Justice

in the Transition to Online Court Records: A Multidisciplinary Inquiry” 71 MD. L.R. 772, 845 (2012) (pdf).
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9 Winn, Online Court Records (note 10 above), p. 315.
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http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2155282
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"Many complainants told us they were distressed to discover — typically
with no prior notice — that this type of information about them was
available on the Internet for neighbors, colleagues and prospective
employees to peruse: ... ' Anybody, anywhere in the whole world, who types
my name comes immediately tothis personal information.... this
situation leaves me open to criticism and mockery' ** 2°
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2 privacy Commissioner of Canada, Annual Reports 2007-2008. Report on the Privacy Act, p. 24.
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http://www.priv.gc.ca/information/ar/200708/200708_pa_e.cfm#005
http://www.priv.gc.ca/information/ar/200708/200708_pa_e.pdf
http://www.tau.ac.il/law/members/birnhack/pratiut.pdf
http://www.nevo.co.il/psika_html/mechozi/ME-08-2319-1.htm
http://www.nevo.co.il/psika_html/elyon/9703614.htm
http://www.nevo.co.il/psika_html/shalom/SH-11-11-17303-958.htm
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: Conley, Datta, Nissenbaum and Sharma ny»snw 95 .41

“In other words, when evaluating the consequences of posting records
online, although threats of harm posed to information subjects are
important, our analysis highlights another set of key consequences, in
particular, 'the administration of justice' itself, that is, goals and values of
courts within the judicial system. If, say, victims of certain types of crimes
or wrongs do not bring them to the courts or choose alternative venues to
settle them, in order to avoid the additional burdens of publicity, there may
be cause for concern.”?
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http://elyon1.court.gov.il/files/03/350/014/05A/03014350.05a.htm
http://www.nevo.co.il/Psika_word/elyon/0301435-padi.doc
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2112573
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2112573
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2155282
http://www.nevo.co.il/Psika_word/elyon/0106843.doc
http://elyon1.court.gov.il/files/03/350/014/05A/03014350.05a.htm
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“We have lived in a very forgiving world. The "practical obscurity' of paper
judicial records largely sheltered us from the danger of information misuse,
while we prided ourselves on our 'public’ judicial system.

The world of electronic information is a far less forgiving place. It is now
forcing us to recognize - by our actions, if not yet by our words - that the
simple abstract rules developed for a world of paperbased information may
no longer suffice to resolve the complex problems of judicial information
management.

Courts have traditionally been vigilant in protecting individuals from the
misuse of sensitive personal information. They must now rise to the
difficult task of designing rules to protect litigants and third parties from
cyber-mischief and victimization.” 2°

: Conley, Datta, Nissenbaum and Sharma nu»snw a3y .46

“As useful as court records may be as sources for aggregated repositories of
information about people, we are not convinced that an argument has yet
been made that prioritizes this function in shaping access policies to court
records. Indeed, explicit acknowledgment of it, evaluation of its legitimacy
as a policy driver, and its relative benefit weighed against other goals and
values, has been conspicuous in its absence [...] satisfying with our “own
eyes” that public duty is being properly performed is primary; prying into
the private disputes of other citizens is a mere artifact of a system that must
deliver the second with the first.”*
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2 Winn, Online Court Records_ (note 10 above), p. 327-328.
%0 Conley et al. (note 17 above), 846.
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http://www.nevo.co.il/law_html/law01/055_002.htm#Seif117
http://www.nevo.co.il/law_html/law01/055_002.htm#Seif117
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2155282
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2112573
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2112573
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